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BAO CAO
Cong tac dam bio an toan thong tin mang tai UBND xi Pinh Di nam 2024

. Thychién cong van so: 31/UBND-VHTT ngay 07/8/2023 v& viéc kiém tra theo
ke hoach s6 15/KH- TBATANM ngay 13/7/2023 cua tiéu ban an toan, an ninh mang
tinh Hung Yén; :

Thyc hi¢n cong van s6 434/UBND —VHTT ngay 17/4/2024 cia UBND huyén
Van Lam ve viéc ting cuong dam bao an toan thong tin mang trén dia ban huyén Vin
Lam. UBND x4 Dinh Du béo céo vé cong tidc dam béo an toan, an ninh mang tai
UBND xa Dinh Du nhu sau: ,0

1. Théong tin chung vé don vi duge kiém tra danh gia. IS8

- Uy ban nhan déan x4 Dinh Da hién dang str dung 06 Hé thong thong tin: Conglle 5 i
thong tin diép tr x@, MQt cua dién tir, Hom thu di§n tr cong vu, Hé théng truyén hinh? ,5‘
hop truc tuyén, Phan mém vin ban quén ly va dieu hanh, Cong dich vu céng. Cac he Nty
thong thong tin dugc van hanh, st dung phuc vu cho cOng tac quan ly, diéu hanh cta
cac co quan nha nudc, phuc vu cong tic cung cap thong tin theo quy dinh, cung cap
dich vu cong truc tuyén cho céc td chire, c4 nhan, doanh nghiép str dung dich vu
cong... Céc hé théng théng tin déu dugc trién khai phuong 4n dam bao an toan thong
tin theo cap do da duoc Uy ban nhén dén tinh phé duyét. Thuc hién cong tac an toan
an ninh mang, Uy ban nhéan dan x3 d& ban hanh quy ché quan ly, van hanh, st dung
va dam bao an toan thong tin mang trén dia ban x4 Dinh Dy, thudng xuyén phéi hop
Ung clru su ¢d mang, tang cuong cong tac dam bao an toan, an ninh théng tin mang
trong hoat dong ctia co quan nha nudc; thiét 1ap, cdu hinh cac phuong an bao dam an
toan thong tin mang trén thiét bi an toan bao mat, an toan dir liéu, cai dat phin mém
diét virut ban quyén trén may tinh.

- Tinh hinh umg dung c6ng nghé thong tin: Tru s& Uy ban nhan dan xi Dinh
Du su dung 01 duong mang cap quang bang thong rong cua nha mang VNPT. H¢
thong mang LAN dugc trién khai trong co quan, cac trang thiét bi, chat lugng duong
truyén tét, co ban dap tmg dugc yéu cau cho cong tac didu hanh, quan ly cla co quan.
Theo théng ke, hién nay co quan Uy ban nhén dan xa c6 21 may tinh, 20 may in, 2
may photo ( thu€) cé chiric ndng scan, 02 mdy scan.

- Tinh hinh chung cong tdc bao dam an ninh mang, an toan thong tin mang:
Thiét bi tudng Itra hoat dong dam bao an toan thong tin, 100% may tinh dugc thuc
hién cai dat ph?m mém diét virut nhim dam bao an toan. Ha téqg bao dam an toan, an
ninh théng tin Uy ban nhan dan x3 dugc S& Théng tin va Truyén thong tinh ban giao
thiét bi tudng lira (Firewall) canh béo truy nhap trai phép;

Pay manh cong tac tuyén truyén, phd bién, nang cao nhén thuc va trach nhiém
vé dam bao an toan thong tin mang ddi véi can bo, cong chire, bdi dudng k¥ nang ve
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cich phong chéng mé doc va cc nguy co thn cong, 1ay nhiém ma doc mat an fodh
thong tin trong hé thong mang LAN. : e kR

Cong tac nam tinh hinh, phat hién, dau .tltanh ngan chanz Vo .h1¢1i .hoﬁ cac: nog
dong sir dung khong gian mang xam pham loi ich, an ninh quoc gia, 101 pnam Mmang
duoc tién hanh khan truong, c6 hiéu qua. Viéc hudng dan, kiém tra congA tac t3a0 Y@
bi mat nha nudc, bi mat ndi bd trén khong gian mang dugc chu trong. Cong tac dau
tranﬁ, phan bac cac quan didm sai trai, thu dich duoc tang cEI(‘mg. ,

_ Tinh hinh b tri can bd chuyén trach, kiém nhiém: Uy ban nhan dan xa bo tri
01 coéng chue kiém nhiém phu trach quan tri mang thuc hién tiép nhér‘l .cé? tai kl’llf)é.l“l
quan tri hé théng théng tin de thuc hién nhiém vu phan quyén, tao nguol dung mo1 va
phdi hop xir Iy khi 6 sy ¢d vé an toan an ninh mang.

I1. Két qua trién khai

1. Cong tac lanh dao, chi dao viéc thye hién cac quy dinh ciia phap luat ve
bio dam an ninh mang, an toan thong tin

Céng tac lanh dao, chi dao viéc thuc hién cac quy dinh ctua Phap oluétlvé dam
bao an ninh mang, an toan théng tin dugc chu trong. Thuong xuyén pho bién, quan
triét chu trwong cia Pang, chinh sach, phép luat cia Nha nudc vé an toan. an ninh
mang, coi day la nhiém vu quan trong cua hé thong chinh tri. Nang cao nhéan thuec,
trach nhiém cta cac cap uy dang, chinh quyén, Mit tran T qudc, cac to chie chinh
tri - xa hoi, nguoi dan, doanh nghiép trong cong tac bao dam an toan, an ninh mang.
Nguoi ding dau cap uy truc tiép lanh dao, chi dao va chiu trach nhi¢m vé cong tac an
toan, an ninh mang, chu dong ra soat, xac dinh rd nhimg vén dé trong tam, trong diém
dé chi dao trién khai thuc hién cac nhiém vu dat hiéu qua. Phat huy sy tham gia c6
hiéu qua ctia quan ching Nhan dan trong cong tac bao dam an toan, an ninh mang va
chu déng img phé véi cac nguy co, thach thire tir khong gian mang. Tir d6 k¥ néng va
y thitc chap hanh phép luat ctia can bd, cong chirc vé an toan thong tin dugc nang cao.
Céng tac quan ly nha nude vé an ninh, an toan théng tin, bao vé bi mét nha nudc trén
khong gian mang dugc ting cudng, trong d6 cong tac xay dung cac van ban quy pham
phap luat dugc chu trong, ngay cang hoan thién, ddng thoi cong tac hudng dan, kiém
tra, giém sat viéc thuc hién theo quy dinh phap luat cia Nha nudce; Trong do, da tap
trung trién khai cac hé théng bao dam an ninh, an toan thong tin nhu: Hé thong kiém
soét truy cép (tudng lira), hé thong phong chéng ma doc va hé théng giam sat mang,
gidm sat an toan thong tin da dugc dau tu nham kip thoi phat hién cac nguy co; ung
ctru, khac phuc sy cO vé mang may tinh, su c6 gdy mat an ninh, an toan.

_ 2.Cong tac quan triét, trién khai thuc hién cac vin ban, quy dinh cua phap luat
vé an ninh mang, an toan thong tin Uy ban nhan dan xa da trién khai, quan triét viéc
thuc hién cég van ban, quy dinh cia phép luét vé an ninh mang, an toan thong tin nhu:
Nghi dinh s6 85/2016/ND-CP ngay 01/7/2016 ctua Chinh phu vé bao dam an toan hé
thong thong tin theo cap d; Nghi dinh s6 53/2022/ND-CP ngay 15/8/2022 cua Chinh
phu quy dinh chi tiét mét s6 diéu ctia Luat An ninh mang: Nghi dinh sb 13/2023/ND-
CP ngay 17/4/2023 ctia Chinh phu vé bao vé dit liéu ca nhan; Chi thi s 14/CT-TTg
ngay 25/5/2018 cua Thu tuéng Chinh phu vé nang cao nang luc phong, chong phan
mém doc hai; Chi thi so 14/CT-TTg ngay 07/6/2019 cia Thu tuéng Chinh phu vé
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tang cuong bao dam an toan, an ninh mang nham cai thién chi sé xép hang ctia Viét
Nam; Chi thi s 01/CT- -TTg ngay 18/02/2021 cua Thu tuong Chinh phii; Chi thi s6
91/CT-TTg ngay 09/7/2021 ctia Chu tich UBND tinh vé tang cudng cong tc bao vé
an ninh mang trong tinh hinh hién nay; Ké hoach Sé sb 201/KH-UBND ngay
16/12/2022 cua Chu tich UBND tinh Ve trién khai Quyét dinh sé 964/QD-TTg ngay
10/8/2022 cua Thu tuéng Chinh phu vé viéc phé duyét Chién lugc An toan, an ninh
mang qudc gia, chu dong 1 ung pho véi thach thirc tir khong gian mang dén nam 2025,
tam nhin 2030; Ké hoach s6 198/KH- UBND ngay 16/12/2022 cua Chu tich UBND
tinh vé trién khai Dé 4n “Pao tao nguon nhan lyc an ninh mang dén nam 2025, tim
nhin dén nam 2030”. Hang nam, Uy ban nhan dan x4 ban hanh quy ché Quan ly van
hanh, sir dung va dam bao an toan théng tin mang trén dia ban xa Pinh Du,

3. Cong tac bao dim an toan hé thong thong tin theo cip d

Céc hé thong thong tin xa dang str dung c6 don vi chu quan la S Théng tin va
Truyén thong tinh, cdc sd, nganh cap tinh d& duoc Uy ban nhan dan tinh Hung Yén
phé duyét cap do va xay dung cac phuong 4n dam bao an toan hé thdng thong tin. Uy

ban nhén dan xa Minh Hai luén tich cuc, chii dong phdi hop cing céc co quan cap
trén trong viéc dam bao an toan ctia cac hé thong thong tin.

4. Cong tac xay dung, hoan thlen quy dinh, quy ché sir dung mang may -—%
tinh ngi b, mang may tinh cé két noi Internet

Viéc xdy dyng, ban hanh céc quy dinh, quy ché noi bo vé viée sur dung may .ﬁz N
tinh ndi bo dé luu giit, soan thao tai lidu bi mét nha nudc va may tinh c6 két nbi P
Internet; Uy ban nhan dan xa da ban hanh Quyét dinh s6 /QD-UBND ngay. ,ﬂxg&, '
/ /2023 vé viéc ban hanh Quy ché quén ly, sir dung va dam bao an toan thong. ‘*"iﬁ?&
tin mang trén dia ban xa Pinh Du.

5. Cong tac bao dam ning cao ning lwe phong, chong phin mém doc

Viéc trién khai cac _giai phap phong ngira mé@ doc bao vé cho 100% may chu,
may tram, thiét bi dau cudi lién quan, thuong xuyén c@p nhat nhén dién ma doc moi.
Hé théng tudng ltra duoc trang bi hd trg cong tac bao vé an toan ANTT, 100% may
tinh dugc thuc hién cai dat Bkav. Trong truong hop c6 ma doc, cong chirc sé thuc
hién ra soat gg&.

6. Cong tac quan ly, sir dung cac tai khoan quan tri trang/cong thong tin
dién tir; hé thong quan Iy vin ban diéu hanh; hé thong thw dién tir

Viéc quan ly, st dung tai khoan quan tri cac trang cong thong tin dién tir; hé
théng quan ly van ban diéu hanh; hé thong thu dién tir, gdm: Viéc cai dit thay dbi mat
khau mac dinh, phéan quyén tai khoan,.... Uy ban nhan dan xa thuong xuyén véi co
quan cép trén thuc hién ra soét, cap nhat thong tin cho céan bd cong chirc. Hé théng
thu dién tir cong vu duge So thong tin va truyen thong quén ly va vén hanh; viéc thay
dbi mat khdu duoc can b S& hd tro khi co dé xuat cia xa. Phan mem Quan ly van
ban va didu hanh dugc thuc hién tao méi, cap nhat thong tin, phan quyén va thay d6i
mat khau khi c6 sy thay d6i nhan su. Viéc quan ly dugc giao cho cong chire van phong
phu trach.

7. Cong tac ra soat, cip nhat ban va 15 hong bao mat
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Céc van ban, cong van huéng dan cua co quan cép trén déu dugc trién khai
trong céac bubi hop giao ban. ’

8. Cong tac bao dam an toan, an ninh mang d6i véi cac may tinh, thiét bi,
phuong tién dién tir; bao vé bi mat nha nwée trén khong gian mang.

Viéc ung dung, trién khai phuong 4n, bién phép, cong nghé bao vé an ninh
mang ddi v6i hé théng thong tin thudc pham vi quan ly: dam bao theo yéu cau. Bién
phép bao vé bi mét nha nude va phong, chéng 16, mat bi mat nha nudc qua cac kénh
k¥ thuat; viéc luu trit, soan thao, truyén dua thong tin, tai liéu bi mat nha nudc trong
hé thong thong tin: Viéc tham muu van soan thao van ban mat dugc thuc hién trén
may tinh khong két ndi internet, cong tac soan thdo va g nhan dugc thyuc hién theo
quy dinh cua phap luat.

9. Cong tac tuyén truyén, tip huin ning cao nhén thirc va phd bién cac
ky nang an toan, an ninh mang

Uy ban nhan dan x4 ctr can b tham gia cac khoa dao tao tap huin vé an ninh
mang, an toan thong tin va bao vé bi mat nha nudc trén khong gian mang, 16p boi
dudng kién thirc vé chuyén d01 sd, tmg dung cong nghé thong tin cho cac phong
chuyén mén, Uy ban nhan dén cap xa do huyén t6 chiec.

10. Cong tac quan ly, van hanh trang/cong thong tin dién tir

Viéc quan ly, van hanh dugc thyc hién 6 6n dinh, lién tuc, cung cap day du thong
tin theo quy dinh tai Nghi dinh sb 42/2022/ND-CP cua Chinh phu.

II1. Kho khan, vuéng méc

Bén canh két qua dat duoc, cong tac dam bdo an toan, an ninh mang van con
mat sb ton tai, han ché nhu:

- Nhén thirc cia mét sé can b, cong chue khi tham gia hoat dong trén moi
trudng mang chua cao, chua nhén thirc dy du vi tri, tim quan trong cua cong tac bao
dam an toan, an ninh mang cling nhu tinh chat nguy hiém trong 4m muu, hoat dong
ctia cac thé luc thu dich, toi pham mang chéng pha ta trén khong gian mang, cong tac
phong ngira con d 10, lot bi mat nha nudc, bi mat noi bd trén mang.

- Chua ¢6 cong chirc chuyén trach thuc hién cong tdc dam bao an toan, an ninh
mang, cong chirc phai kiém nhi¢m nhiéu nhiém vu khac. Chua c6 ché do chinh sach
d6i v6i can bo thyuc hién cong tac bao dam an ninh mang, an toan thong tin.

IV. Kién nghi, dé xuat

- Pé nghi co quan cac cap hd tro vé giai phap va phan mem chuyén dung phuc
vu cho hoat dong giam sat, diéu tra, giai quyét khi x4y ra su ¢b an toan thong tin mang
tai dia phuong.

- Uy ban nhén dén tinh, huyén c6 co ché, chinh sach thu hut nguon nhéan luc co
chat lugng cao vé cong nghé thong tin; c6 co ché chinh sach hd tro dbi véi can bo,
cong chirc phu trach viéc dam bao an ninh mang, an toan thong tin.

- Pé nghi thuong xuyén mé 16p dao tao, tap huan cho cén bg, cong chuc lam
cong tdic ATTTM, cir can bd, cdng chire truc tiép vé céac dia phuong vé huéng dan
trién khai thuc hién cac bién phap dam bao an toan, an ninh mang,.
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Tran day 1a bao cio cong tac dam bao an toan, an ninh mang di véi trén dia
ban, Uy ban nhén dan x4 Dinh Dy tran trong bao cdo./.

Noi nhin: TM. UY BAN NHAN DAN
- Tiéu ban an toan, an ninh mang;
- UBND huyén;

- Phong VHTT huyén;

- Luu./.

Tran Quang Huy







